ABSTRACT The Internet of Things (IoT) could become an important aspect of urban life in the next decade. In the IoT paradigm, various information and communication technologies (ICTs) are used in concert to substantially reduce urban problems. Smart cities and ubiquitous cities will adopt ICTs in the urban development process; however, IoT-based cities will experience considerably stronger effects than those that adopt conventional ICTs. IoT cities allow urban residents and ''things'' to be connected to the Internet by virtue of the extension of the Internet Protocol from IPv4 to IPv6 and of cutting-edge device and sensor technology. Therefore, the urban transition resulting from the influence of IoT may be a critical issue. The privacy-related vulnerabilities of IoT technologies may negatively affect city residents. Furthermore, disparities in the spread of IoT systems across different countries may allow some countries to subvert the privacy of other countries' citizens. The aim of this paper is to identify the potential prospects and privacy challenges that will emerge from IoT deployment in urban environments. This paper reviews the prospects of and barriers to IoT implementation at the regional, city, and residential scales from the perspectives of security and privacy. The IoT technology will be a continual presence in life in general and in urban life in particular. However, the adoption of the IoT paradigm in cities will be complicated due to the inherent presence of unsecured connections. Moreover, the IoT systems may rob people of some of their humanity, infringing on their privacy, because people are also regarded as ''things'' in the IoT paradigm. Given the social trepidation surrounding IoT implementation, local and international associations related to IoT privacy, and legislation and international laws, are needed to maintain the personal right to privacy and to satisfy the demands of institutional privacy in urban contexts.
I. INTRODUCTION
The rapid development of information and communication technologies (ICTs) is inextricably linked to urban development. In recent decades, smart cities have become an aspiration for many decision makers and individuals and have been considered a solution to various urban problems [1] . The ubiquitous city is a heuristic term that refers to a city in which ICT technologies are embedded in the urban design. The term has been used in urban planning in some modern cities in countries such as the Republic of Korea. The development of the Internet has prompted urbanists and practitioners to suggest that everything can be linked via the Internet; in this way, a city may be able to work better and smarter [2] . However, the Internet's current capacity is limited. The current Internet Protocol (IPv4) hampers the potential to connect all things to one another and to the Internet [3] .
In the near future, the Internet will be upgraded from IPv4 to IPv6, with the number of addresses equal to 2 to the 128 th power (approximately 340 trillion, trillion, trillion addresses). It is estimated that 100 billion devices related to the Internet of Things (IoT) could enter service in the coming decades. Consequently, people and the things surrounding them will be increasingly linked via the Internet, facilitating urban services and processes [3] , [4] .
The IoT paradigm offers promising potential and appears to be an adequate approach to solve some urban problems. For example, acoustic monitoring appliances connected via IoT technology can measure any amount of noise occurring anytime and anywhere under the umbrella of operating IoT network devices. Thus, IoT technology could support public safety by creating a noise map based on binary time-space dimensions [5] . In this way, IoT devices could capture sounds such as shattering glass or shouting and thereby help to accurately determine the location of an incident.
IoT devices can also monitor energy consumption within buildings; moreover, they can maintain thermal comfort and healthy immunity by using IoT sensors to monitor the characteristics of indoor air. Devices for purifying air and supplying fresh air can operate automatically based on sensor data.
Additionally, several examples demonstrate that IoT dominance will have a promising influence not only on individual buildings but also on city and regional planning.
Numerous studies cite the urban benefits offered by the IoT framework. This framework provides a general representation of the relationships between things in the cloud Internet system and their impact on one another. Unlike these mainstream works, this study documents the IoT vulnerabilities related to the privacy of individuals in city and regional planning and the privacy of inhabitants of residential complexes. This study contributes by shedding light on the disadvantages of the IoT framework from an urban perspective. This paper addresses subjects that have thus far received insufficient attention in the context of applying the IoT paradigm in urban development. The aim of this study is to study the impact of IoT implementation on urban life with respect to social implications and privacy challenges. The provision of technical solutions to these privacy issues is not considered in this phase of research.
A. CONTRIBUTIONS OF THE PAPER
In addition to technical papers debating the IoT paradigm and related appliances, the field needs additional studies that address the social and technical impacts of IoT implementation on people and urban assets. The major contribution of this paper is its overview of the vulnerabilities of the IoT paradigm related to user privacy in the urban context. Urban transition requires the combined efforts of technicians, practitioners, urbanists and others, and thus, it has been widely considered as an environment for IoT deployment. This study connects technologists, architects, urbanists and even sociologists who are outside of the technical field of ICTs and highlights new questions from an urban perspective; thus, it may encourage other researchers to address these issues in the future.
After this introduction section, the paper is structured as follows: Section II presents the early proposals of IoT urbanism as embodied in the concept of ubiquitous cities. It also sheds some light on the current challenges facing the development of ubiquitous cities. Section III defines what is meant by privacy and discusses its relevance for individuals.
Section IV is dedicated to highlighting the barriers to the IoT paradigm from the perspective of urbanism, especially the issues of privacy and security for family members and domestic community groups, as well as global reciprocity. A comprehensive discussion is presented in Section V. Finally, the conclusions of the study are reported in Section VI.
II. EARLY EVOLUTION OF THE IoT PARADIGM IN URBANISM
The IoT concept, which was coined in 1999, has recently become an evolving paradigm in wireless communications and is now a salient topic in the ICT field, attracting the attention of many research institutions [6] , [7] . The IoT paradigm involves a network of physical objects that contain embedded technology for collecting, communicating, sensing and interacting with their own internal states or the states of the external environment through either wireless or wired connections; these objects also include unique addressing schemes to enable new applications or services and to achieve common goals. The IoT concept is regarded as a means of connecting everything in our lives [8] , [9] .
By its nature, the IoT paradigm is oriented around three dimensions: the Internet or network, things or objects, and semantics [10] . As such, the relevance and, more importantly, the effectiveness of IoT technology can be realized only in an application domain in which these three dimensions converge [7] . In IoT terminology, ''things'' are active participants in business, information and social processes that interact with and communicate and exchange information or data among each other and the environment, influence events in the physical world through triggers, and create services either with or without human intervention [7] . Recently, cloud services have merged with IoT technology to form a new platform for ICT development, thereby addressing some of the challenges facing IoT implementation and offering additional applications [11] , [12] . Figure 1 depicts the application categories of IoT technology.
Technically, the generic IoT architecture is divided into three layers: (1) the perception layer, (2) the network layer, and (3) the application layer. The perception layer has the function of identifying objects and gathering data; thus, it works with sensors, smartphones, and radio frequency identification (RFID) tags. The network layer consists of a wireless or wired network that is used for data transmission. The application layer is the end-user layer, in which various IoT applications can be deployed [15] .
The IoT paradigm will allow people, known Internet devices, and many of the ''things'' that surround people to interrelate in the real world. The aim of the IoT framework is to facilitate offers of services to residents by connecting all things to the Internet. The IoT architecture, with emphasis on the possible application domains in the context of urbanism, is depicted in Figure 2 .
The application that best captures the IoT framework in relation to the urban environment is the ubiquitous city (U-city). The U-city is regarded as the initial prototype for an IoT city based on the use of ICTs to allow people to access services anytime, wherever they are. However, the IoT framework is broader than the U-city framework because it assigns each thing a location on the Internet and ensures that all the connected things remain in communication with people and with the environment. Conventional borders such as physical barriers are no longer relevant in the IoT-based U-city. Hence, cities of this type may be an anti-privacy model. The next section describes the U-city concept and then discusses the prospects and privacy challenges of the IoT city with regard to regional and city planning, including housing.
A. THE UBIQUITOUS CITY AND PRIVACY
In the 21st century, ICTs are being used in urban development to improve residents' quality of life. In the 1990s, Mark Weiser submitted a Ubiquitous Computing project at the Xerox Palo Alto Research Center in the US; the project was based on ICTs that facilitate connections among services, goods, and people to improve urban development in a city, a region, or even a broader area [17] , [18] .
ICTs have a significant impact on many aspects of life. For example, ICTs are used to monitor children and elderly persons who suffer from Alzheimer's disease, despite the resultant violation of their privacy. Ubiquitous technologies such as closed-circuit television (CCTV), wireless networks, and smartphones can be utilized to help such people anytime and anywhere [19] .
The U-city is a built environment in which any citizen can use any service anywhere and anytime through ICT devices [17] . To effectively respond to the various disasters that may occur in a city, critical decisions should be made in a timely manner through efficient cooperation among individuals or groups or by using real-time data relevant to those decisions [20] ; such events may render privacy a minor issue, causing the present orthodoxy to be set aside. For such purposes, ICT development is needed to create the E-city or the U-city. The U-city is a heuristic term for a city that operates based on ICTs embedded in the urban design. This concept has been used in the urban planning of several modern cities in countries such as the Republic of Korea.
After the 1997 Asian financial crisis [16] , the Republic of Korea adopted knowledge-based, national strategies for urban development under the Cyber Korea, E-Korea, and U-Korea agendas [17] . The U-Korea agenda advocates for the generation of a new, sustainable form of urban development in which any resident can utilize any service anywhere and anytime through the assistance of ubiquitous computing [20] and ICTs embedded in the city infrastructure. Korean U-eco-city projects began in 2008 under the auspices of the Hwaseong Dongtan pilot project [21] - [23] , and there are now 64 such projects throughout Korea. Figure 3 shows the locations and statuses of U-eco-cities within the Republic of Korea. These projects have been implemented through coordination between the Ministry of Land, Transport and Marine Affairs (MLTM) and the Ministry of Public Administration and Security (MOPAS) and have been sponsored by various Korean technology companies, including Korean Telecom, Samsung, and LG [16] , [22] .
In U-eco-cities, U-eco-technologies (U-eco-Ts) provide residents with high-quality environmental resources and save energy using automatic water and air pollution monitoring systems. These systems are based on a smart grid for electricity and water distribution to achieve energy conservation and a recycled water supply [16] . U-eco-Ts also conserve energy and reduce greenhouse gas emissions by providing residents with smart cards to ration their energy consumption and encourage them to use sustainable transportation. The generic architecture of the IoT paradigm as mapped to a smart city domain. The figure shows the perception layer, the network layer, and the application layer of the IoT architecture. This figure was extracted and modified from [13] , [14] .
These smart cards include the eco-mileage cards that are currently used in Seoul. Green credit cards are also used for shipping eco-friendly products; the credits earned can be redeemed for cash or discounts on utility bills. The Ministry of Environment and companies such as Samsung Electronics and Hyundai Motors encourage people to use green cards and offer discounts for buying eco-friendly equipment and hybrid cars.
In the Yeosu U-eco-city, local authorities provide residents with U-bikes; these ICT-embedded bicycles enhance green transport within the city while deterring bike theft. Although one's location is considered an aspect of personal privacy, the monitoring of bikes with ICT devices can help in aiding victims. The infrastructure of Jeju city allows people to use electric cars to promote a cleaner environment. Currently, televideo-based conferencing technologies, such as Skype and FaceTime, can guarantee affordable long-distance communications between businesses or global groups and therefore save time while reducing trip costs and carbon emissions.
U-eco-Ts also allow foreigners to receive instant, easy and trustworthy guidance and to minimize their dependency on private or public modes of transportation. Currently, many areas of Seoul, Busan, and Incheon U-eco-cities are equipped with smart guide services through quick response (QR) codes. Such urban technologies are undoubtedly essential for improving the economic and environmental dimensions of cities [21] , [22] , [24] . Nevertheless, certain challenges remain, hindering the widespread and sustainable collection and application of knowledge in an urban context, especially in aspects related to the societal dimension, particularly residents' privacy.
B. CHALLENGES OF THE U-CITY
Regarding U-cities, Jess and Edward [25] contend that telecommunication cannot be a substitute for face-to-face interaction in a city [25] since the linkages established between people through televideo conferencing systems cannot meet certain psychological and social needs; these needs VOLUME 6, 2018 FIGURE 3. Korean U-eco-city agenda [16] .
can be met only through face-to-face meetings. U-eco-cities therefore cannot sustainably support the social dimension of urban life, despite all the advances that have been made in communication technologies.
The cost of providing infrastructure for U-eco-cities is prohibitive, and U-eco-housing is not affordable for all social classes; this situation is detrimental to social equity. In addition, all profits are reaped by the private sector, not by the government or by citizens [16] . Moreover, the replacement of human workers with ICTs will result in unemployment, jeopardizing the possibility of sustainable development or the creation of employment opportunities. Undoubtedly, the issue of privacy is a major concern in the operation of U-cities.
III. IoT PRIVACY CONCERNS
While privacy can have different definitions depending on the context considered, it can be loosely defined as the right to be left alone [26] , [27] . Information privacy is defined as the right to select what personal information about an individual is known to what people [28] , [29] . Broadly, IoT privacy concerns can be divided into three spaces: the data collection space, the user control space, and the user awareness space [28] , [30] .
According to [31] , privacy threats in the IoT model fall into six categories as follows: individual identification and tracking, user profiling, interaction and presentation, life-cycle transitions, inventory attacks, and linkage. Among these, user profiling is considered a severe threat; however, further investigation into each category is necessary.
By 2030, more than 60% of the world's population is expected to live in an urban environment [32] , [33] . However, IoT implementation raises major concerns regarding individual privacy due to the ubiquitous connectivity of IoT devices and sensors [34] . Since IoT technology has several application domains in the U-city, as shown in Figure 2 , these privacy issues range from concerns about personal information to concerns about information on daily life. Moreover, IoT privacy issues include concerns related to human privacy, location privacy, and object (''thing'') privacy [35] .
Because the IoT framework facilitates information exchange between objects -or ''connected things'' -it may allow considerable data about individuals and other things in a smart city to be collected, without individuals receiving an explanation of how the collected data are being used [28] . Thierer, in [36] , notes that individuals should be prepared to change some of their privacy expectations because it is difficult to define specific privacy rules at the global level. Figure 4 represents several IoT privacy concerns from different perspectives.
Smart homes and smart cities can be domains for cyber attacks via IoT technologies [37] . For instance, an apparently harmless refrigerator can be used as a platform to initiate a harmful attack. Reference [38] reports that 25% of the cyber attacks between 12/23/2013 and 1/2014, amounting to a total of 75,0000 email messages, originated from smart things, including home appliances [39] . Data can be collected from every connected appliance in every home and aggregated from every device in a smart city. This enormous amount of data can be used to identify and influence people [40] , [41] . Illegal data interception and utilization may lead to serious complications, including life-threatening risks for urban residents.
Data flows should be protected throughout the IoT architecture, as shown in Figure 2 , from the IoT sensors to the application side [13] . Greater focus should be placed on the access points (the IoT gateways) at which valuable data are aggregated [41] . To ensure the reliability of an IoT system, various IoT security and privacy requirements must be satisfied with regard to resilience to attacks, data authentication, access control, and client privacy in order to ensure that it is difficult to make inferences about any specific individual [41] , [42] .
Although few studies in the literature have focused on user privacy in the context of urban design and urbanism, there are some studies that address IoT privacy in the generic sense. P. M. Corcoran [43] identify privacy concerns arising from the utilization of IoT devices. These concerns include issues related to connectivity and communications, motion and location services, audio and images, biometric technology [44] , [45] , data processing, and data storage. The study also presents some recommendations for privacy preservation. The guidelines focus on addressing privacy concerns at the data collection level, developing privacy-aware devices, and promoting industry cooperation and awareness.
In [28] , a systematic literature review is conducted to identify the major privacy concerns arising from the collection of data on individuals in the IoT paradigm within the Australian context. The study concludes that the Australian privacy principles (APPs) are not sufficient to address the challenges posed by IoT technologies. In addition, the study recommends parallel paths for organizations, the government, and other legal authorities to protect user privacy.
Privacy-enhancement technology (PET) can be deployed in IoT systems to enhance individuals' privacy [46] . Various data-oriented PET techniques -such as data minimization [47] , which ensures that only minimal data are transferred; data encryption [48] , which is based on user identity; secret sharing [49] , which includes private data aggregation; and data anonymization [50] , which occurs by clustering TABLE 1. Some state-of-the-art privacy protection solutions. Some of the included information was extracted from [46] .
IoT data streams -can be applied in the smart city domain with a focus on IoT technology.
Krupp et al. [51] propose a security and privacyenhancement (SPE) framework for mobile devices. The proposed framework works by adding a new layer between the application layer and the operating system layer, meaning that only the applications, and not the mobile operating systems themselves, need modification. The SPE framework offers fine-grained control over native security and privacy by means of a customizable policy. A survey reported in [52] offers an overview of the available solutions for global navigation satellite system (GNSS) and non-GNSS localization threats. Furthermore, the study provides recommendations for privacy-preserving localization in the IoT paradigm.
Eckhoff and Wagner [46] present a comprehensive review of individual privacy concerns in smart cities with respect to applications, technologies, challenges, and possible solutions. The study considers not only the IoT paradigm but also cloud computing, open data, ubiquitous connectivity, and sensor networks within a smart city environment. Although the study focuses on smart cities, the privacy challenges arising in urban design and urbanism are not addressed.
Despite the research on privacy concerns related to IoT deployments, the studies reported in [53] and [54] confirm that user privacy is still a hot topic of research in connection to smart cities. A summary of several privacypreserving solutions is reported in Table 1 . Although user privacy has been studied from the technical viewpoint, as shown in Table 1 , the social implications and impacts have not received sufficient research attention. The need for a better understanding of the impact of IoT privacy issues on urbanism and urban design makes this article relevant.
IV. PRIVACY CHALLENGES OF THE IoT PARADIGM IN URBANISM A. IoT AND REGIONAL PLANNING
The IoT paradigm entails the creation of a smart infrastructure throughout cities, with massive numbers of devices, sensors and connections. The additional cost of securing these IoT devices and the connections between them should be taken into consideration, especially when a high degree of privacy is required. Thus, it appears that IoT-based cities will be very expensive to create. Consequently, only wealthy countries are expected to be able to afford the cost of properly implementing IoT networks in their cities; by contrast, poor countries will never be able to adopt such technologies in their cities not only because of the initial cost of the IoT-city infrastructure but also due to the difficulties that their authorities may face in ensuring the privacy of their residents and visitors and in preserving the secrecy of state affairs. Thus, the world will be divided into IoT-based countries and non-IoT-dependent countries. This technological gap may increase the regional tensions among cities within the same country or between developing and advanced countries. Such disparities may be significant in areas such as immigration, disease and the peaceful use of atomic energy.
Because of the considerable disparities related to the implementation of IoT technologies across countries, the world might well face problems regarding the movement of persons from one country to another. Citizens outside IoT-based countries would need to be coded if they wished to work or study in or simply visit IoT-adopter countries. Citizens of non-IoT countries would likely need to at least consent to an agreement regarding the use of the IoT network as a prerequisite for a visa. Moreover, when moving to nonIoT countries, the citizens of IoT countries might face difficulties related to their perception of those countries as being incompatible with conventional urban life and as outdated compared with the smart urban environment in their home countries. In both cases, potential security obligations might impose further restrictions that would be detrimental to privacy. Moreover, this issue might affect the regional planning policies of various countries, regardless of the geographic determinants governing their relations.
The technological gap between wealthy, advanced countries and poor, developing countries might create a political environment that is conducive to the creation of new coalitions. IoT countries, even those dispersed across continents, could be expected to form a union. Therefore, the notion of such ''Union Nations'' might become divorced from the conventional location-based understanding and shift toward a unity that is dependent on technological and smart urban operational systems. Such a newly emerging coalition that relies on IoT systems would enhance overseas commerce in electronics and technological innovations; however, there may also be risks related to the potential use of IoT devices to transmit to a third party personal information or conversations that occur behind closed doors. These fears might reduce the use of IoT technology and related devices; consequently, the manufacturers of IoT devices and other electronic appliances would face financial losses due to the breakdown of such devices or the penetration of the IoT network by malicious actors. Thus, privacy may be the primary problem that deters investment in IoT cities.
Undoubtedly, the manufacturing of information technologies and smart devices is currently among the five largest global industries. However, devices linked to the Internet cannot be secured absolutely, and due to the tremendous number of connections in an IoT network, the possibility of hacking into IoT devices is considerably greater than that for devices connected only to a small or limited network. Whether it is possible to secure the IoT infrastructure and maintain user privacy remains an open question. Thus, this issue might negatively affect the global electronics trade [5] . Increased unemployment resulting from the potential sales of electronics may also increase regional urban problems.
B. IoT AND CITY PLANNING
The majority of existing cities are conventional cities planned according to classical urban theories that can be traced back to the garden city of Ebenezer Howard, the Radiant City of Le Corbusier, the Broadacre City of Frank Lloyd Wright, and the linear city of Arturo Soria y Mata, as well as the theory of neighborhood units developed by Hassan et al. [56] . These cities will require major development if their local authorities decide to convert them into IoT cities. In contrast, smart cities depend on certain digital devices to facilitate urban performance. However, an IoT city is unlike a smart city because an IoT city connects its residents, Internet devices and all objects surrounding its residents. Therefore, implementing an IoT city infrastructure and securing it against malicious attacks may present substantial challenges for existing cities.
The IoT framework entails changes to a city's shape. For example, streetlights might be modifiable according to whether pedestrians are present. Additionally, lighting might change after sunset, according to how bright the moon is on a given night, or in the daytime, according to how cloudy it is. The conventional markets that people currently use might also disappear, as residents would be able to find complete information about a product of interest through online shopping that is free from shipping fees. People could adjust their routes to bus stations without wasting time. Additionally, because people are regarded as objects in the IoT framework, the residents of IoT cities might begin to act like robots, and the chaos resulting from normal human behaviors could disappear. While such a city might appear smart and attractive at first glance, these advancements might create inhuman cities in which all people and actions are monitored by digital devices. If all IoT devices broke down, such a city would suffer greatly, and neighbors would inevitably discover that they barely know one another.
The exorbitant cost of the IoT infrastructure is not the only major challenge to this type of urban advancement; poorly secured IoT devices could lead to disruptions in city services, causing, for example, traffic jams, traffic accidents, and theft. Moreover, attacks against institutional information and personal affairs could make residents lose their faith in the IoT network and its apparatuses. If the IoT system were to fail in a city after its residents had become accustomed to living with that framework, the city would certainly be worse than a conventional city. For example, once people become used to using smartphones, they are disinclined to use outdated mobile phones. A potential halt in city services in an IoT city for any reason, such as sabotage or accidental error, could paralyze the city, and the residents would then find themselves in a strange city, as if seeing it for the first time. Therefore, social relationships and privacy that is guaranteed by IT companies go hand-in-hand whenever a city becomes smarter.
The communication technologies built into an IoT city would improve the interoperability of urban facilities; therefore, the IoT framework might supersede some workers in various institutions. This digital substitution might lead to increased unemployment. For instance, household devices such as refrigerators, toothbrushes and fitness equipment could feature artificial intelligence and be linked to the corresponding residents. Despite the attendant privacy issues and security demands of these technologies, such a toothbrush could capture the dental health of its user and directly transmit this information to his/her dentist; fitness equipment could do the same for bodily condition information; and a refrigerator could be informed, through a chip implanted under the skin of a resident, of his/her need for a glass of water, for example, and the refrigerator could offer the water in due course. Thus, the need to commute to the hospital for medical checks might not be necessary, decreasing the need for taxi drivers, and the advancement of an IoT city might eliminate the need for housekeepers or maids. Consequently, the shift to an IoT city might create unemployment. We fear that creative economic plans related to digital services and software manufacturing might not be able to offset the increased demand for jobs.
In addition to the potential decrease in jobs, IoT cities risk decrease social relationships among residents, who may be fascinated with their surroundings and ignore their neighbors, friends and relatives. The addition of artificial intelligence to objects and the mutual interaction between these things and users through the Internet may make residents more antisocial. In this context, IoT cities would act like gated communities with special zoning; however, IoT cities would be isolated by cutting-edge communication technologies, whereas gated communities are isolated spatially. Moreover, it is also possible that an urban area (gated community or suburb) might become isolated both spatially and technologically (through the provision of IoT appliances). In this case, we might move into a cyber city paradigm in which people live in a virtual or parallel realm. Therefore, the IoT city may represent the graveyard of urban life, as described by Jacobs in her classic book, ''The death and life of great American cities'' [57] . In an IoT city, physical borders may vanish; however, new virtual boundaries might distract residents from VOLUME 6, 2018 important urban affairs and governance. Thus, IoT implementation would not make a city sustainable, especially with regard to social equity and cultural identity.
The implementation of the IoT framework would change the conventional divisions of current cities. The services and buildings in existing cities are divided into several levels, such as neighborhoods, districts, sectors and the city as a whole. Such services and facilities are determined by planners to exist in particular places throughout the city; furthermore, the capacities of these services are assigned in accordance with the areas to be covered and the people to be served. However, the orthodox distribution of urban facilities, which derives from classical planning theories, would not be adopted in an IoT city due to the influence of the Internet and its connection to all things. The traditional forms of urban buildings may be transformed because of changes in city operations and systems. Then, the meaning of privacy and its level may be altered under the new IoT paradigm, with a new privacy concept arising to replace conventional privacy.
The shopping process and the current style of shopping centers may also change. For example, the virtual store established by Homeplus (a Korean discount retail chain) in the Jamsil subway station in Seoul, a good example of a smart service, is considered an innovative idea based on ubiquitous technologies and ICTs. The columns and walls of the Jamsil subway station can be rolled up and down and display virtual Homeplus products through digital advertising, displaying products that are similar to those shown in actual shops. The physical space occupied by this shop is thus substantially lower than that of a traditional shop, thereby allowing customers to avoid numerous shopping trips and unnecessary freight while decreasing their dependency on automobiles [1] . This type of shop could be developed much more smartly through the IoT framework. Such shifts in technology will require a concurrent focus on precautions for maintaining security and user privacy.
C. IoT AND THE MICRO-BUILT ENVIRONMENT
Privacy is considered one of the basic characteristics of housing. Visual and auditory privacy is a crucial component of dwellings. There is no doubt that privacy is the benefit that distinguishes private from public places. The use of smart things connected to the Internet can result in the sharing of private household affairs with the manufacturer of these things or a third party. For example, smart televisions can record conversations via video and audio. All the devices in the home could share this feature; consequently, not only would the residents be completely superficially monitored, but all user information collected from the things around them could also be analyzed using various supplementary programs. The residents would then be both physically and emotionally vulnerable [4] .
The protection of indoor spaces within an IoT city will be difficult to achieve if the control of the IoT network is out of the hands of users (and in the hands of the manufacturers or suppliers of electronic appliances). The vulnerabilities related to securing the IoT framework may encourage architects to develop a new building envelope. Smart building skins might be needed to prevent the illegal penetration of privacy by malicious hackers and intelligence agents. Thus, residential buildings may become uncommon if a city adopts the IoT paradigm. Moreover, we believe that such smart building skins might be prohibitively expensive.
Furthermore, building materials should be made compatible with the new challenges imposed by the IoT framework. Thus, the traditional materials available in each environment, such as brick, stone, and wood, may be abandoned due to their inability to achieve a minimal standard of privacy. Instead, innovative building materials are expected to be brought up to the industrial scale. Industry always depends on the consumption of non-renewable materials and creates pollutants, according to the second law of thermodynamics: ''The Second Law of Thermodynamics decrees it impossible to have any organism or machine operating at 100% efficiency. Hence it is impossible to operate any system, whether it is engaged in production or pollution control, without some waste of energy or materials'' [58] . Moreover, the recycling of industrialized materials is not as simple as that of plastic and polyethylene. The use of such materials cannot result in a sustainable built environment.
The smart things and household appliances that surround their users at home may capture the interest of family members and may encourage them to pursue links with the virtual world and friends in other locations rather than sharing social relations with one another or those living with them. Thus, the IoT framework may contribute to ending social relationships among family members, especially given the fast pace of modern life. As a result, the home may lose its function as a place that allows one to build a family and improve individual behaviors. The home would then simply become a lodging in which people have no relationships with one another.
The expectation of the IoT paradigm is that all the things inside homes will perform more intelligently. The locations of rooms with water facilities, such as bathrooms, may no longer be fixed, as is currently the case in conventional housing. These facilities may become movable upon receiving an alert from the user via IoT technologies; such a facility may move to the location of the user inside the home and return to its original location after completing its task. Such processes would require a high level of flexibility in the design and construction of residential units in addition to a high level of security and indoor privacy. Therefore, the architectural design of residential buildings would depend on advanced technologies based on the concept of discardability, representing a third-generation concept of building resilience.
The resulting level of well-being and comfort may negatively affect residents' natural inclinations; IoT devices may make residents lazier and less intelligent both physically and psychologically. For example, a house could be selfcleaned, self-secured and self-operated. While these features seem desirable, they could have catastrophic consequences for human traits and development.
V. DISCUSSION
Given the exacerbation of urban problems, practitioners and decision makers hope that ICTs, particularly IoT technology, will lead to the rejuvenation of an urbanism that is capable of mitigating traffic congestion, social segregation, and resource depletion, among other issues. However, social issues and privacy are considered the most challenging aspects of IoT deployment. This section of the paper first discusses social fears, including those associated with privacy risks, and then outlines a framework that offers potential ways to ensure privacy within urban zones.
A. THE PRIVACY RISKS AND SOCIAL TREPIDATION ASSOCIATED WITH IoT IMPLEMENTATION
Under the IoT framework, things will become smarter, and residents will be regarded not as humans, but as things with Internet addresses. The human being, who is currently a creature with considerable advantages, a creative mind, rich emotions and mastery over other creatures, could become a slave to technologies, third parties, manufacturers of IoT appliances or the individual or group in control of the Internet. Therefore, the institutional right to one's own privacy may be eliminated when the IoT paradigm is adopted in the urban environment. Nevertheless, the use of IoT technology cannot be halted once it has been deployed and adopted by users in smart cities and U-cities.
Once they have used a piece of technology, such as a mobile phone, people become fascinated with using the most modern version of that technology; therefore, we observe that people worldwide prefer to use smart mobile phones rather than earlier models of mobile phones because cuttingedge technologies are more interesting than outdated ones. Consequently, the current advancement in technological development can never be expected to revert. IoT implementation throughout urban areas would be attractive to residents and may cause them to become obsessed with communication technologies and interaction with the things surrounding them. If the IoT system were to stop or fail either provisionally or continuously, the city would no longer be interesting, and residents would likely feel bored. This situation is analogous to the experience of arriving at work or home and being unable to access the Internet. Such an IoT failure could result from wars, natural disasters or sabotage by a malicious entity. In this situation, urban residents would see their city without its familiar power of communication; the city would seem like an old, outdated city, and the people would be unable to cope with this new environment after having become accustomed to a high level of communication everywhere.
Another demonstration of the difficulty of dismissing the IoT paradigm after it is used can be seen in urban transportation. Notable urban problems, such as the excessive dependence on private cars, emerged with the use of personal transport technologies, such as motorized vehicles, for travel within and between cities. However, currently, automobiles not only represent a means of commuting but also fulfill psychological and social desires. Now, people often feel unable to abandon their automobiles and use public transportation, even when buses are convenient. Similarly, implementing IoT systems in buildings and urban design may be an unsustainable approach to overcoming urban problems. The influence of the IoT paradigm will not only affect local territories but also expand to an international scale.
It is expected that many people will desire an IoT city because of the urban services and facilities offered by the IoT-based infrastructure. Moreover, propaganda related to the IoT city might be broadcast by the media, portraying IoT as an example of smart communications and a better life. Thus, IoT cities may attract many residents from outside these cities who seek well-being or social prestige. The same type of immigration may occur regionally between countries and distant cities. This rapid immigration would affect the sizes of cities (through shrinkage or expansion), suburban growth, regional investment, job opportunities and unemployment. Furthermore, IoT implementation would affect the privacy of users, the security of states and the cultural identity of communities.
Inevitably, the issue of privacy will be the greatest argument against the implementation of IoT cities. One or more dominant parties on the Internet and the manufacturers of IoT devices may obtain all information about connected residents. Such a city's residents may be vulnerable to blackmail by a third party; at a minimum, residents will experience problems related to their trust in the Internet and the IoT servers around them. The fear harbored by residents toward IoT devices that make them feel that they are always being monitored is a considerable barrier to the widespread use of the IoT model in urban development.
B. A FRAMEWORK FOR ENSURING PRIVACY IN THE IoT URBAN PARADIGM
Residents can guarantee their privacy at home, where IoT devices and sensors can be temporarily turned off at specific times as needed (see Figure 5) . Irrespective of their function, the IoT devices and sensors in buildings are quite limited and modest relative to those throughout the city, in both quantitative and qualitative terms. Therefore, the city is the critical zone that requires a special institution, such as an association, that is responsible for privacy issues throughout the city. Such an association would check the security and performance of the IoT devices and sensors used by residents; moreover, this association would receive warrants from complainants regarding IoT privacy issues.
Each domestic association responsible for IoT privacy would regulate its agenda by establishing IoT-free zones, such as military zones and intelligence buildings. These local associations would also implement legislation previously approved by each country and in accordance with United Nations agreements. Notably, each IoT privacy association would be required to follow the lead of the International Association of Privacy (an institution suggested by the United Nations to dictate IoT privacy protocols), as shown in Figure 5 . The International Association of Privacy would VOLUME 6, 2018 FIGURE 5. A framework for IoT privacy within the urban realm. The city scale is considered the critical zone; thus, it will require a domestic association for maintaining privacy and supporting both local people and visitors.
have the ability to impose sanctions if a local privacy association were to commit faults overseas. A complete solution to the privacy concerns of the IoT paradigm must integrate technological implementations, organizational and governmental involvement, and a legislation framework [28] , [31] .
The process of evaluating the proposed framework is subject to the ability to put the framework into action, conduct empirical data collection, and perform a systematic data analysis. According to [59] , few empirical studies on privacy practices in smart cities are available, creating an additional challenge to the evaluation of any privacy framework. An example of an empirical study on user privacy and security within a smart city context can be found in [60] . The evaluation criteria need to cover various viewpoints in the perception, network, and application layers of the IoT paradigm, such as privacy-aware IoT devices, data anonymity, and user identity management, respectively. In addition, issues related to the collection, ownership, storage, and manipulation of data, as well as movement operations, should be considered. Figure 5 also shows that IoT privacy on an international scale is questionable because of the big data flows through countries and the complicated bandwidth characteristics of IoT devices, which can be hacked at certain weak points (such as when visitors or commuters move from one country to another). Furthermore, several countries may struggle to block the IoT cloud, especially when multinational corporations are involved, although international institutions may enjoy high-quality IoT devices and sensors to control the flow of big data.
VI. CONCLUSIONS
Recently, IoT has become a sophisticated paradigm in wireless communications. IoT technology provides promising possibilities for devices to connect to each other and to collect and send data over the Internet. However, while the IoT model has a broad scope of application in urbanism, this study concludes that legal and ethical standards should be established to protect individuals' privacy and social safety. This study also suggests that the development of technology is endless and that electronics manufacturers introduce novel appliances very frequently. Unfortunately, these advances in communications and electronic devices are inversely related to the extent of the social relationships among residents at the city, neighborhood and home levels. Eventually, we will be able to build a smart city, but we may lose our human connections and humanity if these technologies are adopted as idols of urban development. Given the social trepidation surrounding IoT implementation, local and international associations for IoT privacy affairs, as well as local legislation and international law, are needed to maintain the personal right to privacy and to satisfy the demands of institutional privacy in urban contexts.
